ESP32 Smart Home Hub: SecureloT Automation System

Design and Implementation of a Cloud-Connected Smart Home Platform
By Lazaro Martull

1. Introduction

As energy efficiency and convenience become essential priorities in modern living, the
need for intelligent automation in homes has grown significantly. The Smart Home Hub
project is driven by the goal of minimizing energy consumption, enhancing user comfort,
and establishing a secure and scalable platform for advanced home automation. By
leveraging an ESP32 microcontroller and implementing a full-stack IoT architecture — from
physical sensors to cloud integration — this system monitors and controls environmental
conditions such as temperature, motion, and lighting in real-time.

Practical applications of this project include motion-triggered lighting to reduce electricity
consumption, temperature-based air conditioning control for energy savings, and remote
access for managing home appliances via a secure web dashboard. The solution mirrors
real-world deployments found in modern smart homes, smart energy grids, and assisted
living environments, making it not just an academic prototype but a production-ready
model for efficient, intelligent home management.

2. Project Description

The Smart Home Hub project is an Internet of Things (10T) system designed to optimize household
efficiency through intelligent automation. Built around the ESP32 microcontroller, the system
integrates environmental sensors (temperature, humidity, motion, light) and actuators to monitor
conditions and automate household functions such as lighting and air conditioning. A real-time web
dashboard enables users to interact with the system from any device, providing data visualization,
manual controls, and system diagnostics.

One key challenge during development was establishing a reliable connection between the ESP32
and the university’s campus Wi-Fi. Due to network restrictions involving MQTT traffic and TLS
certificates, the device was unable to connect to the broker through the campus network. To resolve
this, the team configured a mobile hotspot to enable secure communication with the cloud via
MQTT over TLS.

Our technical contributions include a fully modular, secure 10T framework with cloud integration
via AWS loT Core, edge computing logic for local decision-making, and a production-grade,
mobile-responsive dashboard. These innovations demonstrate not only the practical application of



loT principles but also the achievement of enterprise-level performance in a cost-effective home
automation step-up.

This project was divided equally, with each of us responsible for 20% of the project.
3. Background

In recent years, there has been a significant global surge in the adoption of smart home technologies,
primarily driven by the increasing demand for energy efficiency and sustainable living. These
systems, which combine sensors, automation, and intelligent control mechanisms, enable
homeowners to monitor and optimize their energy consumption in real time. As highlighted by
Ezugwu et al. (2025), smart home solutions play a crucial role in reducing electricity waste through
the automated control of heating, cooling, and lighting systems, leading to cost savings and a lower
environmental impact. In addition to energy management, security has emerged as one of the most
prominent advantages of smart home integration. Devices such as doorbell cameras and smart locks
allow users to communicate with visitors remotely and receive alerts in the event of suspicious
activity or potential break-ins, thereby enhancing personal and property safety (Schulz & Scilla,
2024).

This project integrates a range of software tools, hardware components, and programming skills to
build a secure and scalable 10T system. The central controller is an ESP 32 DevKit v1, selected for
its dual-core processing, built-in Wi-Fi/Bluetooth, and support for real-time edge computing. Key
sensors include the DHT22 for temperature and humidity, a PIR motion sensor, a capacitive touch
sensor, and an LDR photoresistor. A 4-channel relay module and LEDs emulate device control.

Hardware:

e ESP32 DevKit vl — Central Processing Unit

o DHT22 Temperature and Humidity Sensor:
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e PIR Motion Sensor:



e Capacitive Touch Sensor:

e LDR Photoresistor:
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On the software side, Arduino IDE 2.0 and PlatformlO, integrated with Visual Studio Code, were
used to develop and upload firmware, supported by libraries such as Adafruit DHT, ArduinoJson,
PubSubClient, and WiFiClientSecure. The system communicates securely via MQTT over TLS,
with cloud integration through AWS loT Core. A Streamlit-based Python dashboard was developed



for web-based device control and data visualization, utilizing libraries such as Plotly, Pandas, and
Paho - MQTT.

The project demanded cross-disciplinary programming skills in C++ (for embedded firmware),
Python (for the dashboard and cloud interaction), and a deep understanding of networking protocols,
TLS security, MQTT messaging, and cloud-based analytics.

4. Problem Definition

The problem addressed by the Smart Home Hub project is the inefficient and fragmented
control of household utilities, resulting in unnecessary energy consumption, increased costs,
and reduced user convenience. The goal is to design an loT-based system that optimizes
home usage by automating control of key devices (lighting and air conditioning) based on
environmental conditions and occupancy patterns, while ensuring secure, remote
accessibility and scalable architecture.

Given a residential environment E equipped with a set of sensors S = {sy, s, ..., S, } and
actuators A = {ay, ay, ... a,,}, define a system H that:

e Monitors environmental parameters P = {temperature, humidity, motion,
light} in real time
e Processing incoming data D < P x T, where T is the timestamp domain
e Determines control actions C: D — A to minimize energy consumption E;y:q:
subject to:
o User-defined comfort thresholds
o Safety and override conditions
o Network and device constraints

Formally, the optimization goal is:

mincErotar = Z Z PowerUsage(a,t)

t a€A

Subject to:
vt, Comfort(P(t)) > Threshold, Security(H(t)) = Valid
Challenges

Developing an intelligent, real-time Smart Home Hub for optimizing household usage
presented several key challenges:

1. Sensor Reliability and Accuracy
Environmental sensors, such as the DHT22 and PIR, can produce noisy or delayed
data. Ensuring accurate, real-time readings was critical for dependable automation.
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Network and Connectivity Limitations

The ESP32 faced connectivity issues on the university’s campus network due to
strict firewall policies and blocked MQTT traffic. This prevented direct cloud
communication and required an alternative network setup.

Complexity of Automation Logic

Designing rule-based automation that balances energy efficiency with user comfort,
such as temperature-triggered AC control and motion-sensitive lighting, demanded
precise thresholds, timing, and overriding conditions.

Security and Authentication

Implementing secure communication between the ESP32 and AWS IoT Core
required managing X.509 certificates, TLS encryption, and cloud permissions,
which added complexity to the system’s architecture.

System Scalability and Modularity

Supporting future expansions (such as additional sensors, user roles, or devices)
necessitated a flexible design that could scale without requiring major
reconfiguration or code refactoring.

Solution Approach

To address these challenges, the team developed a modular, secure, and scalable l1oT
system with the following strategies:

Reliable Sensor Integration and Data Validation

Each sensor was individually tested and calibrated. Software-level filtering and
error-checking routines were implemented to improve data reliability and
responsiveness.

Edge Computing with ESP32

Core automation logic (temperature-based air conditioning control, motion-
triggered lighting) was processed locally on the ESP32 to reduce cloud dependency
and allow real-time responsiveness, even during network outages.

Secure Cloud Communication via MQTT/TLS

Due to campus restrictions, a mobile hotspot was used to enable encrypted MQTT
communication with AWS 1oT Core. The system utilized mutual authentication
with X.509 certificates and TLS 1.2 to protect data integrity and privacy.

User Interface with Streamlit Dashboard

A Python-based web dashboard provided real-time visualization, manual control
options, and system diagnostics. It was designed for accessibility across desktops,
tablets, and mobile devices.

Scalable, Layered Architecture



The system was built in alignment with the seven-layer loT World Forum reference
model. This ensured clean separation of concerns across connectivity, data, and
application layers, enabling future enhancements with minimal effort.

5. The Proposed Techniques
Framework

The smart Home Hub system addresses the challenge of creating a scalable, secure, and
responsive loT architecture capable of real-time environmental monitoring and device
control. The framework integrates physical sensors, edge computing (ESP32), secure
MQTT communication, and a cloud-enabled visualization dashboard. The primary
objectives include:

e Autonomous and manual control of connected devices.
e Real-time visualization and command execution.
e Secure and low-latency communication between edge and cloud.

Major Techniques

e Edge logic: Threshold-triggered control logic for A/C and motion-triggered
lighting.

e Secure communication: MQTT over TLS with X.509 certificates.

e Web Dashboard: Real-time interface built with Streamlit and Plotly for control and
visualization.

e Sensors handling: Debouncing, filtering, and threshold-based triggers on ESP32.

Data Encoding and Indexing

Sensor data is structured in JSON with fields for timestamp, sensor type, and values. Data
is indexed by:

e MQTT topic
e Timestamp

Query Processing

The following pseudocode outlines how the system processes MQTT sensor data updates
on the dashboard:



function process_mqtt_updates(msg):
payload = parse_json(msg.payload)

if validate_ payload(payload):
update_dashboard_state(payload.device_id, payload.reading_type,
payload.value, payload.timestamp)
refresh_visuals()
else:
log_error("Invalid payload received:

» msg.payload)

On the ESP32 (C++) side, automatic control is determined as follows:

void loop() {
readSensors();

if (motionDetected && isDark) {
controlIndoorLight(true);

} else {
controlIndoorLight(false);

}

if (temperature > threshold && !acOn) {
controlAC(true);

} else if (temperature < threshold - hysteresis) {
controlAC(false);

}

publishSensorData();

Query Optimizations

e Delta-based publishing: MQTT messages are only sent on state change, reducing
bandwidth.

e Circular buffers: Used for recent history, avoiding memory exhaustion on edge
devices.

e Precomputed flags: Binary conditions (isDark, motionDetected) are computed on-
device to reduce dashboard logic.

e TLS session reuse: Minimizes handshake overhead in MQTT communication

6. Visual Applications

The Smart Home Hub includes a graphical user interface (GUI) that enables intuitive
control, real-time monitoring, and analytical insights into household operations. The visual
design prioritizes clarity, responsiveness, and accessibility across devices.
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GUI Design

The web-based dashboard was developed using Streamlit, offering a responsive, multi-tab
layout that adjusts seamlessly across desktop, tablet, and mobile platforms. Key design
principles included:

e Clean interface with minimal distractions and logically grouped elements

e Prioritized display of real-time status, device control, and analytical insights.

e Every user action generates immediate visual confirmation to enhance trust and
usability.

Design Modules
The interface is organized into four main modules:

1. Overview Tab:
e Displays real-time sensor data (temperature, humidity, motion, light)
e Shows current device data (A/C, indoor/outdoor lighting)
e Displays data trends for power consumption, A/C and light controls, and
motion and touch events.

Real-time sensor data and controls for your ESP32 hub.
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3. System Health Tab:
e Includes system health and statistics, which show the Wi-Fi signal strength,

free memory, and secure tunnel.
e Displays the operation counts of each sensor (AC operations, motion

triggers, touch triggers)
e Shows the number of system errors (sensor errors, Wi-Fi reconnections, and

AWS reconnections)
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4. Debug Tab:

e Displays raw MQTT payloads, application log, and current device state.
e Useful for troubleshooting and validating system performance.

s Live Smart Home Dashboard

Real-time sensor data and controls for your ESP32 hub.
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Application Log
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Each module is integrated with real-time MQTT updates, ensuring synchronization with
the ESP32-based edge device. Visual elements, such as color-coded status indicators,
enable users to manage their smart home efficiently, optimize energy use, and maintain
comfort and security.

7. Experimental Evaluation

Experimental Settings
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To validate the functionality and performance of the Smart Home Hub, a combination of
real sensor data and controlled synthetic inputs were used. The system was deployed on an
ESP 32 DevKit v1 microcontroller and tested using:

e Real sensors: DHT22 (Temperature/humidity), PIR sensor, LDR (light sensor),
capacitive touch sensor.

e Synthetic inputs: Simulated temperature and motion via sliders and troggers in
Wokwi for controlled stress testing and reproducibility.

The system was evaluated against a baseline method of manual appliance control without
automation or optimization logic. This comparison allowed for an assessment of the
efficiency and responsiveness of the automated IoT system.

Parameter Settings

e Temperature Threshold: +2.0°F to prevent rapid relay switching.
e Motion Detection Timeout: 30 seconds of inactivity before lights turn off.

Evaluation Metrics

The system was assessed using the following metrics:

Response Time: All user interactions are complete within 1 second.
Reliability: 99.5% system uptime during testing periods

Accuracy: 99% valid sensor readings with error detection.
Security: Zero successful penetration attempts during testing.

System Performance

Response Time Analysis: Our performance monitoring reveals excellent system
responsiveness.

Local operations: Sensor readings and device control average 15-45ms
Network Operations: MQTT communication to AWS averages 150-300ms
User Interface: Dashboard page loads complete within 800-1200ms
Automation Responses: Environmental control decisions execute within 100ms

Throughput Capabilities: The system demonstrates robust handling of data volume:

e Sensor Processing: Sustained rate of 1,200+ sensor samples per second
e Network Communication: 50+ MQTT messages per second capacity

e Concurrent Users: 10+ simultaneous dashboard connections supported
e Data Visualization: Smooth rendering of 1,000+ data points.
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Resource Utilization: Efficient resource management ensures stable operation:

Memory Usage: ESP32 operates at 65-75% RAM utilization (stable)

Network Bandwidth: On average, less than 2 KB per second; on peak, it’s less than
10 KB per second.

Power Consumption: Total system power remains under 1.2W

Processing Load: CPU utilization remains below 60% during normal operations.

8. Future Work

Several enhancements can be made to extend the functionality and intelligence of the Smart
Home Hub system. These future improvements aim to further optimize energy efficiency,
user experience, and system security.

1. Air Conditioning Optimization

Implementing smart A/C scheduling based on ambient temperature trends can
reduce electricity usage. For example, pre-cooling the home during cooler hours
(early morning or late evening) would reduce strain on the air conditioning system
during peak heat hours, resulting in lower energy consumption and costs.

Voice Assistant Integration

Adding voice control capabilities using natural language processing (NLP) would
provide hands-free interaction with the Smart Home Hub. This would enable users
to control lights, appliances, and climate settings via spoken commands, improving
accessibility and convenience.

Enhanced Security Features

Future iterations of the system could incorporate perimeter surveillance, such as
motion-activated cameras or door/window sensors. Real-time and integration with
mobile devices could notify users of unusual activity, significantly enhancing home
security.

Data Storage and Analytics

Incorporating long-term data storage would enable historical analysis of power
consumption, sensor trends, and user behavior. This data could support energy-
saving recommendations, help users identify causes of high utility bills, and guide
further optimization strategies through machine learning.
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